
CRUCIBLE PRIVACY POLICY 
 
This Privacy Policy applies to all visitors and users of the Emergence website and services (collectively the 
“Services”) located in the European Union and/or the UK (“Users” or “you”) where the EU General Data 
Protection Regulation and the UK General Data Protection Regulation (jointly referred to as “Data Protection 
Laws”) govern the way Crucible Networks Limited (“Crucible”, “we”, “us”) processes Users’ personal data. 
We define “personal data” as any information relating to a User such as any identifier including a name or an 
identification number, but also location data, an online identifier or one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or social identity of a User.  

Your right to privacy and data protection is important to us at Crucible. To ensure that you understand how we 
collect and use your personal data as part of the Services, please note the information below. 

1. Controller processing your personal data  

The controller for the collection, processing, and use of your personal data through the Services is:  

Crucible Networks Limited  
Address: 35 Ballards Lane, LONDON, 
N3 1XW, United Kingdom  

Email: data.protection@crucible.network 
For any questions about privacy and data protection in connection with the Services, or if you would like to 
exercise any of your rights as described below, you can always contact us using the contact information, 
above. 

2. General collection, processing and use of your personal data 

When you use the Services, we may collect and process the following categories of personal data about 
you: 

- Device and browser meta data such as IP addresses, operating system type and version, date and time 
of access, the URLs of the pages you visited and for how long you visited those pages, any referrer 
URL, interactions with User interface, the name of your access provider, and analytics information 
used by Plausible Analytics and AWS; 

- Contact details such as your first name, last name, country of residence, wallet handle, twitter handle, 
Discord User name and email address,;  

- Registration and account data such as your account username; and 

- Blockchain wallet information such as wallet address, balances, transaction information, amounts 
transferred, currency, payment methods and other payment information. 

We use your personal data to provide the Services to you and respond to your inquiries. This includes to: 

- Allow you to register, create, and maintain your user account to use the Services; 

- Authenticate your identity and access to your account as well as your location; 

- Initiate, facilitate, process, and execute transactions; 

- Communicate with you regarding your account or your use of the Services; 

- Provide you support and address your requests and questions; 

- Manage our business and protect ourselves, you, and other persons;  
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- Comply with our policies and obligations (e.g., to respond to any requests from authorities and/or 
regulators in accordance with applicable law);  

- Ensure a smooth connection to the Services; 

- Ensure a great User experience of the Services; 

- Present you, in accordance with applicable law, with targeted advertising;  

- Detect, and respond to illegal or unauthorized activities; and 

- Fulfil any other purposes for which you provide your personal data, or with your consent.  

3. Sources of personal data  

We collect your personal data directly from you when you open your account and register and use the Services, 
when you visit our website and/or when you reach out to us with a request, question, or complaint.  

We also collect personal data about you from third parties, such as fraud prevention information providers, 
identity verification services, and analytics and information providers. 

If you do not share your personal data with us, we may not be able to provide you the Services or achieve other 
purposes outlined in this Policy.  

4. Justifications allowing for the processing of your personal data  

We process your personal data where we have a justification for doing so. This will be the case where:  

- You have consented to the processing of your personal data for one or more specific purposes; 

- Processing your personal data is necessary for the performance of a contract to which you are a party, or in 
order to take steps at your request prior to entering into a contract; 

- Processing is necessary for us to comply with our legal obligations; or 

- Processing is necessary for the purposes of our legitimate interests (or those of a third party), provided such 
interests are not overridden by your own interests or fundamental rights and freedoms which require 
protection of personal data. We rely on our legitimate interests to process your personal data, to provide, 
improve, and promote the Services, and to protect our business and exercise our rights. 

We usually do not process special categories of personal data. Where we do need to process such categories of 
personal data, we will only do so in accordance with applicable law.  

5. Sharing of your personal data with third parties  

We may disclose your personal data to our affiliates and to third parties. For example, we may share your 
personal data with: 

- Service providers that perform services and functions on our behalf;  

- Other parties to transactions, or which work in relation to transactions; 

- Other authorized Users in accordance with the Crucible Terms of Services; 

- Financial institutions involved in supporting transactions in which you engage; and 

- Other third parties, for our business interests or as required by applicable law, to comply with any 
legal, regulatory, or contractual obligation, or with any legal or regulatory processes, to market our 
Services to you, to establish, exercise, or defend legal claims or our policies, or to protect the rights, 
property, safety of ourselves, our customers, or others.  
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When we share your personal data, we will take appropriate measures to protect your personal data.  

6. Internet cookies 

We do not currently use cookies on the website.  

7. Use of analytics and additional services 

We may use web analytics and other services for the continuous optimization of the Services. The tracking 
provides a statistically accurate record of the use of the Services and to evaluate it for the purpose of 
optimizing our offerings. From time to time, and in accordance with applicable law, we employ a variety 
of data processing and collection services and tools to help us provide you with the best services available. 
For example, we may use Plausible Analytics. Note that the list may change from time to time and is 
provided solely as examples of how we collect data. The legal basis for the data processing described in 
this section is our authorized interest in the needs-based design and continuous optimization of the 
Services. 

The web analytics and third-party services referred to herein is transmitted to a server in Germany and 
stored there. The information is used to evaluate the use of the Services, to compile reports on user activity 
and to provide other services for the purposes of market research and tailor-made design of Services in 
accordance with applicable law and on the basis of User consent where necessary. This information may 
also be transferred to third parties if required by law. 
Finally, you may be asked to opt into a sharing of your location. Note that if you choose not to share your 
location the Services may not work with full functionality. 

8. Server location and transfers of personal data abroad  

All the information you upload to the Services are stored on an appropriate server infrastructure for 
processing. C o n t e n t  a n d  p e r s o n a l  data is stored on servers located in United States until deleted in 
accordance with this Privacy Policy. This means that your personal data will be transferred to a country 
that offers different levels of data protection compared to privacy and data protection laws that apply in 
your country of residence. Where we transfer your personal data outside of your country of residence, we 
implement appropriate safeguards in place to protect your personal data in accordance with applicable 
privacy and data protection laws, including by entering into standard contractual clauses. You can obtain 
more information on how we protect your personal data transferred abroad by contacting us using the 
details above.  

9. Registration 

For all registrations, we use the so-called double opt-in procedure in the European Union only. After 
registration through the Services, we will send you a notification email asking you to confirm that you wish 
to register to use our Services.  

If you no longer wish to receive information via email from us, you can unsubscribe at any time without 
incurring any costs. You will find an unsubscribe link in any of our emails, and if you chose to 
unsubscribe, we will then delete your email address from our mailing list.  

10. Rights of Users  

Users can request to exercise certain rights, subject to limitations under applicable law, including the right to:  

- Request information about your personal data processed by us. In particular, you can request 
information on the processing purposes, the category of personal data, the categories of recipients to 
whom your personal data has been shared with and disclosed to, the planned retention period, the 
source of your personal data, if not collected directly from us, and the existence of automated 
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decision-making including profiling; 

- Ask a copy of the personal data we process about you; 

- Request the rectification of inaccurate personal data stored with us;

- Request the erasure of your personal data stored by us;

- Request the restriction of the processing of your personal data;

- Request that we transmit your personal data to another controller or to you in a structured, standard, 
and machine-readable format; 

- Object, on grounds relating to your particular situation, to the processing of your personal data when 
such processing is justified by our legitimate interests, and where your personal data is processed for 
direct marketing purposes; 

- Withdraw your consent at any time. As a result, we are not allowed to continue the personal data 
processing based on this consent withdrawal. Note that the withdrawal of your consent will not affect 
the lawfulness of processing that was based on your consent before its withdrawal; and

- Contact and file a complaint with the supervisory authority of your usual place of residence or 
workplace or our Contact branch in the United Kingdom.

anonymized. 

11. Email tracking  

In our emails, we may, as permitted under applicable law use commercially available technologies that measure the 
interactions with the e-mail (e.g. opening the e-mail, clicked links). We use this data in pseudonymous form for 
general statistical evaluations as well as for the optimization and further development of our content and 
customer communication. This is done with the help of small graphics that are embedded in the e-mail (so-
called pixels). Legal basis for this is our aforementioned legitimate interest. Through our e-mail, we also want 
to share content relevant to our Users and better understand what they are actually interested in.  

If you do not want us to include your information in our analysis of usage behavior, you can unsubscribe from e-
mails, object to the processing or deactivate graphics in your e-mail program by default. The data for the 
interaction with our e-mails may be stored pseudonymously. 

12. Personal data retention period  

As a matter of principle, we store personal data only as long as necessary to fulfill the purposes listed in 
this Privacy Policy.  This means that the retention period of your personal data will vary depending on 
why we collected it in the first place.  We will delete your personal data immediately after it is no longer 
necessary for us to process it, unless we need to retain the personal data to comply with statutory and legal 
storage requirements. 

13. Personal Data security 

If you have created an account, access to this account is only possible after authenticating with your supported 
blockchain wallet or through Discord authentication. You should always keep your access information confidential 
and close the browser window when you stop communicating with us, especially if you share your 
computer with others. In addition, we use SSL (Secure Socket Layer) technology in connection with the 
highest encryption level supported by your browser. In general, this is a 256-bit encryption.  

In addition, we take appropriate technical and organizational security measures to protect your personal 
data against accidental or intentional manipulation, partial or total loss, destruction or against 
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unauthorized access by third parties. Our security measures are continuously improved in line with 
technological developments. 

Although we take precautions intended to help protect the personal data that we collect and process, no 
system or electronic data transmission is completely secure. Any transmission of your personal data is at 
your own risk and we expect that you will also use appropriate security measures to protect your personal 
information. 

We may suspend your use of all or part of the Services without notice if we suspect or detect any breach of 
security. You understand that we may deliver electronic notifications about breaches of security to the 
email address that you provided to us. 

If you create an account, you are also responsible for maintaining the security of and the information in 
your account. 

14. Children’s information  

The Services we provide are intended solely for adults and for adult use. We do not knowingly collect any 
information from children under the age of 18. If a parent or legal guardian becomes aware that his or her 
child is using the Services, or has provided us with any personal data about his or her child, he or she 
should contact us at data.protection@crucible.network. If we become aware that a child under the age of 
13 has provided us with any personal data, we will promptly delete such personal data.  

To contact us, you may use the following contact 

information: Address: 35 Ballards Lane, London, N3 1XQ  

Email: data.protection@crucible.network 

15. Changes, downloading and printing 

This Privacy Policy is effective as of the date on which it is made available on the site and is effective as 
of November 2024. As our site evolves and offers become available, or as a result of changes in 
government or regulatory requirements, it may be necessary to change this Privacy Policy. The current 
Privacy Policy can be retrieved and printed by you at any time on the URL you are currently viewing. You 
can also download this text in PDF format. To view and print PDF files you need a PDF viewer. 

* 

*                    *
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